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QUESTION 1

The National Information Assurance Certification and Accreditation Process (NIACAP) is the minimum standard process
for the certification and accreditation of computer and telecommunications systems that handle U.S. national security
information. What are the different types of NIACAP accreditation Each correct answer represents a complete solution.
Choose all that apply.

A. Type accreditation

B. Site accreditation

C. System accreditation

D. Secure accreditation

Correct Answer: ABC

QUESTION 2

Which of the following protocols is used to establish a secure terminal to a remote network device
A. WEP

B. SMTP

C. SSH

D. IPSec

Correct Answer: C

QUESTION 3

Which of the following cooperative programs carried out by NIST provides a nationwide network of local centers offering
technical and business assistance to small manufacturers

A. NIST Laboratories

B. Advanced Technology Program

C. Manufacturing Extension Partnership
D. Baldrige National Quality Program

Correct Answer: C

QUESTION 4

Which of the following professionals plays the role of a monitor and takes part in the organization\\'s configuration



management process

A. Chief Information Officer

B. Authorizing Official

C. Common Control Provider

D. Senior Agency Information Security Officer

Correct Answer: C

QUESTION 5

Which of the following individuals reviews and approves project deliverables from a QA perspective
A. Information systems security engineer

B. System owner

C. Quality assurance manager

D. Project manager

Correct Answer: C

QUESTION 6

Which of the following documents contains the threats to the information management, and the security services and
controls required to counter those threats

A. System Security Context

B. Information Protection Policy (IPP)
C. CONOPS

D. IMM

Correct Answer: B

QUESTION 7

Which of the following CNSS policies describes the national policy on securing voice communications
A. NSTISSP No. 6

B. NSTISSP No. 7

C. NSTISSP No. 101



D. NSTISSP No. 200

Correct Answer: C

QUESTION 8

Which of the following protocols is built in the Web server and browser to encrypt data traveling over the Internet
A. UDP

B. SSL

C. IPSec

D. HTTP

Correct Answer: B

QUESTION 9

Which of the following responsibilities are executed by the federal program manager

A. Ensure justification of expenditures and investment in systems engineering activities.
B. Coordinate activities to obtain funding.

C. Review project deliverables.

D. Review and approve project plans.

Correct Answer: ABD

QUESTION 10

Which of the following terms describes the security of an information system against unauthorized access to or
modification of information, whether in storage, processing, or transit, and against the denial of service to authorized
users or the provision of service to unauthorized users

A. Information Assurance (lA)

B. Information Systems Security Engineering (ISSE)

C. Information Protection Policy (IPP)

D. Information systems security (InfoSec)

Correct Answer: D

QUESTION 11



Which of the following DoD policies establishes IA controls for information systems according to the Mission Assurance
Categories (MAC) and confidentiality levels

A. DoD 8500.1 Information Assurance (IA)

B. DoD 8500.2 Information Assurance Implementation
C. DoDI 5200.40

D. DoD 8510.1-M DITSCAP

Correct Answer: B

QUESTION 12

Stella works as a system engineer for BlueWell Inc. She wants to identify the performance thresholds of each build.
Which of the following tests will help Stella to achieve her task

A. Regression test
B. Reliability test

C. Functional test
D. Performance test

Correct Answer: D
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