100% Goarantee
Vendor:CyberArk

Exam Code:EPM-DEF

Exam Name:CyberArk Defender - EPM

Version:Demo



QUESTION 1

An EPM Administrator would like to enable CyberArk EPM\\'s Ransomware Protection in Restrict mode. What should
the EPM Administrator do?

A. Set Block unhandled applications to On.

B. Set Protect Against Ransomware to Restrict.

C. Set Protect Against Ransomware to Restrict and Set Block unhandled applications to On.
D. Set Control unhandled applications to Detect.

Correct Answer: C

QUESTION 2

CyberArk EPM\\'s Ransomware Protection comes with file types to be protected out of the box. If an EPM Administrator
would like to remove a file type from Ransomware Protection, where can this be done?

A. Policy Scope within Protect Against Ransomware

B. Authorized Applications (Ransomware Protection) within Application Groups
C. Set Security Permissions within Advanced Policies

D. Protected Files within Agent Configurations

Correct Answer: D

QUESTION 3

A Helpdesk technician needs to provide remote assistance to a user whose laptop cannot connect to the Internet to pull
EPM policies. What CyberArk EPM feature should the Helpdesk technician use to allow the user elevation capabilities?

A. Offline Policy Authorization Generator

B. Elevate Trusted Application If Necessary

C. Just In Time Access and Elevation

D. Loosely Connected Devices Credential Management

Correct Answer: C

QUESTION 4

Can the EPM Set Administrator configure Audit Dialog Pop-ups for the Record Audit Video option?



A. Yes, when Audit Video recording started, when Audit Video recording stopped, and when Audit Recording video
reached size limit.

B. Yes, when Audit Video recording started, when not enough disk space to start the video recording, and when video
recording is initializing.

C. Yes, when Audit Video recording started, when Audit Video recording is uploaded to the EPM server, and when audit
recording cannot be initialized.

D. No, Audit Video is only available without the possibility of having End-User dialog pop- ups.

Correct Answer: D

QUESTION 5

An end user is experiencing performance issues on their device after the EPM Agent had been installed on their
machine. What should the EPM Administrator do first to help resolve the issue?

A. Verify any 3rd party security solutions have been added to EPM\\'s Files To Be Ignored Always configuration and
CyberArk EPM has also been excluded from the 3rd party security solutions.

B. Enable the Default Policy\\'s Privilege Management Control, Unhandled Privileged Applications in Elevate mode.
C. Rerun the agent installation on the user\\'s machine to repair the installation.
D. Uninstall or disable any anti-virus software prohibiting the EPM Agent functionalities.

Correct Answer: D

QUESTION 6

Which programming interface enables you to perform activities on EPM objects via a REST Web Service?
A. EPM Web Services SDK

B. Application Password SDK

C. Mac Credential Provider SDK

D. Java password SDK

Correct Answer: A

QUESTION 7
In EPM, creation of which user type is required to use SAML?
A. Local CyberArk EPM User

B. AD User



C. SQL User
D. Azure AD User

Correct Answer: D

QUESTION 8

Select the default threat intelligence source that requires additional licensing.
A. VirusTotal

B. Palo Alto WildFire

C. CyberArk Application Risk Analysis Service

D. NSRL

Correct Answer: B

QUESTION 9

An EPM Administrator needs to create a policy to allow the MacOS developers elevation to an application. What type of
policy should be used?

A. Elevate Application Group

B. Developer Applications Application Group

C. Elevate Trusted Applications If Necessary Advanced Policy
D. Elevate MacOS Policy

Correct Answer: C

QUESTION 10

What is the CyberArk recommended practice when deploying the EPM agent to non- persistent VDIs?
A. A separate set

B. a VDI advanced policy

C. a separate license

D. A separate computer group

Correct Answer: D




QUESTION 11

What can you manage by using User Policies?

A. Just-In-Time endpoint access and elevation, access to removable drives, and Services access.
B. Access to Windows Services only.

C. Filesystem and registry access, access to removable drives, and Services access.

D. Just-In-Time endpoint access and elevation, access to removable drives, filesystem and registry access, Services
access, and User account control monitoring.

Correct Answer: D

QUESTION 12

For Advanced Policies, what can the target operating system users be set to?
A. Local or AD users and groups, Azure AD User, Azure AD Group

B. AD Groups, Azure AD Groups

C. Local or AD users and groups

D. Local or AD users, Azure AD Users

Correct Answer: C
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