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QUESTION 1

Which two Cisco products can be managed by Cisco Security Manager? (Choose two.)
A. Cisco |OS routers

B. Cisco Email Security Appliance

C. Cisco IPS 4200 and 4500 Series sensors

D. Cisco Web Security Appliance

E. Cisco wireless LAN controllers

Correct Answer: CD

QUESTION 2

Which three options describe how SNMPV3 traps can be securely configured to be sent by I0S? (Choose three.)
A. An SNMPv3 group is defined to configure the read and write views of the group.

B. An SNMPv3 user is assigned to SNMPv3 group and defines the encryption and authentication credentials.

C. An SNMPv3 host is configured to define where the SNMPv3 traps will be sent.

D. An SNMPv3 host is used to configure the encryption and authentication credentials for SNMPv3 traps.

E. An SNMPv3 view is defined to configure the address of where the traps will be sent.

F. An SNMPv3 group is used to configure the OIDs that will be reported.

Correct Answer: ABC

QUESTION 3

Which option describes the purpose of the input parameter when you use the packet-tracer command on a Cisco
device?

A. to provide detailed packet-trace information

B. to specify the source interface for the packet trace
C. to display the trace capture in XML format

D. to specify the protocol type for the packet trace

Correct Answer: B




QUESTION 4

To which interface on a Cisco ASA 1000V firewall should a security profile be applied when a VM sits behind it?
A. outside

B. inside

C. management

D. DMZ

Correct Answer: B

QUESTION 5

Cisco Security Manager can manage which three products? (Choose three.)
A. Cisco 10S

B. Cisco ASA

C. Cisco IPS

D. Cisco WLC

E. Cisco Web Security Appliance

F. Cisco Email Security Appliance

G. Cisco ASA CX

H. Cisco CRS

Correct Answer: ABC

QUESTION 6

When you install a Cisco ASA AIP-SSM, which statement about the main Cisco ASDM home page is true?
A. Itis replaced by the Cisco AIP-SSM home page.

B. It must reconnect to the NAT policies database.

C. The administrator can manually update the page.

D. It displays a new Intrusion Prevention panel.

Correct Answer: D

QUESTION 7



Which four are IPv6 First Hop Security technologies? (Choose four.)
A. Send

B. Dynamic ARP Inspection

C. Router Advertisement Guard

D. Neighbor Discovery Inspection

E. Traffic Storm Control

F. Port Security

G. DHCPv6 Guard

Correct Answer: ACDG

QUESTION 8

Which feature do you enable to restrict the interface on which mgmt traffic can be received by the routes on your
network?

A. MPP

B. CPP with a port xxx

C. AAA

D. extended ACL on all int
Correct Answer: A

control-plane host management-interface G0/0 allow ssh https snmp

QUESTION 9

Configuration of SSH on ASA

Ip ssh version 2 Ssh version 2

Enable passwaord <password> (@Enable password for SSH
Username <username> password {passworﬁ Username and password for SSH
crypto key generate rsa modulus 1024 ) Generate SSH key

aaa authentication ssh console LOC,{@ Enable AAA for SSH
ssh192.168.1.0 255.255.255.0ﬁ Access host for SSH

Ip domain-name Create host domain for SSH




Correct Answer:

Cisco ASA correction:

domain-name

crypto key generate rsa modulus

ssh version 2

enable password

username password

aaa authentication ssh console LOCAL
ssh

Cisco IOS correction:

domain-name

crypto key generate rsa modulus

ip ssh version 2

enable secret 0

username secret 0

aaa new-model

aaa authentication login default local-case enable
line vty 0 4

transport input ssh

login authentication default

QUESTION 10

What is the benefit of centralized ESA management?
A. Protection against flash threats

B. Administration of multiple autonomous systems

C. Easier administration

D. Virtualised e-mail partitions

Correct Answer: C




QUESTION 11

Which three configurations are needed to enable SNMPv3 support on the Cisco ASA? (Choose three.)
A. SNMPv3 Local EnginelD

B. SNMPv3 Remote EnginelD

C. SNMP Users

D. SNMP Groups

E. SNMP Community Strings

F. SNMP Hosts

Correct Answer: CDF

QUESTION 12

Refer to the exhibit. What is the default behavior expected upon running the ip dhcp snooping vlan 10 command?

DHCP Server

A. All of the switch ports in VLAN 10 are trusted.
B. All of the switch ports in VLAN 10 are untrusted.

C. All of the ports that are not placed in VLAN 10 are untrusted.



D. The user can obtain an IP address via DHCP.

Correct Answer: A
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