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QUESTION 1

In a CloudGuard deployment, what does the acronym IAM stand for? 

A. Information and Adaptability Measures 

B. IP Address Management 

C. Identity and Access Management 

D. Instant Access Management 

Correct Answer: C 

 

QUESTION 2

Where are the api logs found on the Security Management Server? 

A. $FWDIR/Iog/api.elg 

B. /var/tmp/api.elg 

C. /var/log/api.elg 

D. /opt/log/api.elg 

Correct Answer: A 

 

 

QUESTION 3

Which function do Load Balancers perform? 

A. Trigger capacity on security gateways 

B. To secure balance between private and public cloud 

C. Direct internet traffic to spoke networks 

D. Restrict traffic loads between servers 

Correct Answer: B 

 

QUESTION 4

What is Cloud Security according to the Five Pillars? 

A. The ability to support development and run workloads effectively 



B. The ability of a Workload to function correctly and consistently in all expected 

C. The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as
demands changes and technologies evolve 

D. In terms of tie cloud, security is about architecting every workload to prevent 

Correct Answer: D 

 

QUESTION 5

To troubleshoot CloudGuard Controller, administrators can execute the following command: 

A. cloudguard troubleshoot 

B. cloudguard security 

C. cloudguard off 

D. cloudguard on 

Correct Answer: D 

 

QUESTION 6

Which one of the following is part of the Orchestration Playbook process for creating a new spoke and an automated
Security Gateway? 

A. Transfer of resources to a VPN 

B. An event trigger 

C. Vertical scaling 

D. Communication with the OS 

Correct Answer: A 

 

QUESTION 7

An organization is using an adaptive security policy where a Data Center Object was imported and used in some rules.
When the cloud resource represented by this object changes it\\'s IP address, how will the change be effected on the
Security Gateway 

A. If CloudGuard Controller is enabled on the Security Gateway, the gateway will connect with the Cloud account and
synchronize all the Data Center Objects used on 

B. With a property functioning configuration, the change will automatically be done on the Security Gateway without any
action required by the administrator 

C. The Data Center Object needs to be refreshed in the SmartCansoIe and then a policy install will be required 



D. The change is automatically updated to the Security Management Server and so only a policy install from
SmartConsole or with API will be required 

Correct Answer: B 

 

 

QUESTION 8

What are the languages supported for Cloud Templates? 

A. JSON and YAML 

B. JSON and Python 

C. Python and PERL 

D. YAML and Python 

Correct Answer: A 

 

QUESTION 9

Cloud Security Posture Management (CSPM) operates as which type of service based platform? 

A. CaaS 

B. SaaS 

C. PaaS 

D. laaS 

Correct Answer: D 

 

QUESTION 10

Adding new Security Gateways as system load increases is an example of __________ 

A. Vertical Scaling 

B. Network Scaling 

C. Horizontal Scaling 

D. System Scaling 

Correct Answer: C 

 



 

QUESTION 11

Which log file should an administrator gather to expedite the diagnosis of a CloudGuard Controller issue? 

A. $CPDIR/logs/cloud.elg 

B. $DADIR/logs/controller_proxy.elg 

C. $FWDIR/logs/cloud_controller.elg 

D. $FWDIR/logs/cloud_proxy.elg 

Correct Answer: D 

 

QUESTION 12

Cloud Security Posture Management uses which of the following to integrate with cloud accounts? 

A. IAM account credentials 

B. Security Objects 

C. SDDC 

D. CloudGuard Controller 

Correct Answer: A 
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